Internet, Intranet and Protocol

1. Internet

Definition

The Internet is a global network system that connects billions of devices worldwide. It uses
standardized protocols to enable communication, data sharing, and access to information over
public networks. The World Wide Web (WWW) is one of the services running on the internet,
alongside email, file sharing, and streaming platforms.

How It Works

» IP Addresses: Every device connected to the internet has a unique IP address that
identifies it.

< Data Transmission: Data is transferred in packets using TCP/IP protocols.

< Networking Devices: Routers, switches, and network cables form the infrastructure.

< DNS (Domain Name System): Translates domain names (e.g., www.google.com) into IP

addresses.
Features:

1. Global Connectivity: Provides access to information and services worldwide.
2. Public Accessibility: Open to anyone with an internet connection.
3. Applications: Used for social media, e-commerce, online education, entertainment, etc.

Benefits:

< Unlimited access to global information.

< Facilitates communication via email, messaging apps, and video conferencing.
Challenges:

< Security risks like hacking, phishing, and malware.



< Requires reliable infrastructure to prevent outages.

2. Intranet
Definition

An intranet is a private network used within organizations to share information, resources, and

tools securely among employees or members.

How It Works

< Local Servers: Intranet data is hosted on internal servers and restricted to authorized users.
< Secure Access: Firewalls, authentication, and encryption ensure safety.
< Web-Based Tools: Often uses HTTP/HTTPS protocols similar to the Internet, but access

is restricted.

Features:

1. Restricted Access: Only accessible to employees or authorized personnel.
2. Enhanced Security: Firewalls and user authentication protect sensitive data.

3. Applications: Used for internal communications, document sharing, collaboration tools,

and employee portals.

Benefits:

< Centralized resource management within an organization.

*

< Improves efficiency with tools like shared calendars and collaborative platforms.

Challenges:

< Requires maintenance to keep the network secure and operational.

< Limited functionality compared to the internet.



3. Protocols

Definition

Protocols are standardized rules and conventions that define how data is exchanged between

devices in a network.

Types of Protocols:

1. HTTP/HTTPS (HyperText Transfer Protocol/Secure):
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Facilitates the transfer of web pages.
HTTPS encrypts data for secure communication using SSL/TLS.

Example: Browsing secure websites like https://example.com..

2. TCP/IP (Transmission Control Protocol/Internet Protocol):

< The core suite of protocols for internet communication.

< TCP ensures data integrity by managing packets.
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IP handles the addressing and routing of packets.

3. FTP (File Transfer Protocol):
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Used for transferring files between devices.

Example: Uploading website content to a server.

4. DNS (Domain Name System):
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5. SMTP
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Resolves domain names into IP addresses.
Example: www.google.com -> 142.250.190.78
(Simple Mail Transfer Protocol):

Used for sending emails.

Example: Sending a Gmail message.

6. POP/IMAP:
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Used for retrieving emails from mail servers.

Example: Accessing emails on Outlook.

7. WebSocket Protocol:
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Enables real-time two-way communication between servers and clients.

Example: Live chat applications.



Features:

< Standardization allows interoperability between devices and systems.

< Ensures data is transmitted securely and efficiently.

Benefits:

% Facilitates seamless communication across devices.

< Provides security measures like encryption and authentication.

Comparison Table

Aspect Internet Intranet Protocol

Purpose | Connects global | Connects internal = Governs communication
networks organizational networks between devices

Access Public and ' Private and secure Not directly accessed,
unrestricted embedded in communication

Scope Worldwide Limited to an organization = Applies to internet and intranet

Examples = Google, Facebook = Employee portals,  HTTP/HTTPS, FTP, SMTP,

company emails TCP/IP

These concepts are foundational to understanding how networks operate and how users interact

with technology.



